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Document No.
PUBLIC SERVICE COMMISSION OF SOUTH CAROLINA

CHAPTER 103
Statutory Authority: 1976 Code Section 58-3-140

103-823.2. Protection of Customer Data.

Preamble:
The Public Service Commission of South Carolina proposes to add a regulation which pertains to

protection of jurisdictional public utility customer data. On November 27, 2019, the Office of Regulatory
Staff (ORS) filed a Petition for Rulemaking with the Public Service Commission "for the purpose of
promulgating a regulation to help prevent the potential for misleading advertisements by prohibiting the
sale of customer data by regulated utilities absent a customer's direct consent." The Public Service
Commission is proposing a new regulation which addresses the ORS's Petition for Rulemaking. Interested
persons may submit comments to the Public Service Commission, Clerk's Office, 101 Executive Center
Drive, Suite 100, Columbia, South Carolina 29210. Please reference Docket Number 2019-387-A. To be
considered, comments must be received no later than 4:45 p.m. on Monday, August 3, 2020. The Notice
of Drafting regarding this regulation was published on January 24, 2020, in the Stnte Register, Volume 44,
Issue I.

Section-by-Section Discussion

103-823.2. This regulation, when it becomes effective, addresses the protection of jurisdictional public
utilities'ustomer data such as personal identifying information, customers'ames, account numbers,
billing history, email addresses and telephone numbers, customer-specific usage or consumption
information, and other information related to customers'articipation in regulated utilities'rograms.

Notice of Public Hearing and Opportunity for Public Comment:

Interested persons may submit written comments to the Public Service Commission, Clerk's Office, 101

Executive Center Drive, Suite 100, Columbia, South Carolina 29210. Please reference Docket Number
2019-387-A. To be considered, comments must be received no later than 4:45 p.m. on Monday, August 3,
2020. Interested members of the public and the regulated community are invited to make oral or written
comments on the proposed regulation at a virtual public hearing to be conducted by the Public Service
Commission on Wednesday, September 16, 2020, at 10:00 a.m.

Preliminary Fiscal Impact Statement:

The Commission anticipates utilizing its current resources to address administrative and legal issues in

dockets related to the protection of jurisdictional public utilities'ustomer data. The Commission does not
anticipate a fiscal impact to the Agency as a result of the implementation of Regulation 103-823.2.

Statement of Need and Reasonableness:

This statement of need and reasonableness was determined pursuant to S.C. Code Ann. Section 1-23-

115(C)(1) through (3) and (9) through (11).

DESCRIPTION OF REGULATION:
103-823.2. Protection of Customer Data.

Purpose: In the ORS's Petition for Rulemaking, it stated that "the protection of the public interest
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requires that the Commission hold a rulemaking proceeding to determine appropriate parameters and
standards regarding a utility's use of customer data." ORS further recommended in its Petition that "the
regulations regarding a utility's ability to sell customers'ata be examined. ORS recommend[ed] the
Commission consider regulations to apply to all regulated utilities that help prevent the potential for
misleading advertisements by prohibiting the sale of customer data by regulated utilities absent a customer'
consent." After the ORS filed its Petition for Rulemaking "for the purpose of promulgating a regulation to
help prevent the potential for misleading advertisements by prohibiting the sale of customer data by
regulated utilities absent a customer's direct consent", the Commission issued Order Number 2019-877 on
December 18, 2019. In Order Number 2019-877, the Commission approved the ORS's request to initiate
a rulemaking, and the Commission opened a docket for this rulemaking. On December 20, 2019, the ORS
filed its Proposed Regulation to Protect Customer Data with the Public Service Commission.

Legal Authority: S.C. Code Ann. Section 58-3-140.
Plan for Implementation: The proposed regulation will take effect upon approval by the General

Assembly and publication in the State Register. Thereafter, the proposed regulation will provide a
documented process to help prevent the dissemination of customer data absent a customer's consent.

DETERMINATION OF NEED AND REASONABLENESS OF THE PROPOSED REGULATION
BASED ON ALL FACTORS HEREIN AND EXPECTED BENEFITS:
In its November 27, 2019, Petition for Rulemaking, the Office of Regulatory Staff noted that "[o]n
November 25, 2019, in a regularly scheduled Commission Business Meeting, Commissioner Ervin
addressed an article filed in The State newspaper regarding the sale of customer information from one
regulated utility to an outside third party, which then proceeded to use that information to attempt to sell
insurance by way of mail marketing." ORS continued in its Petition to state that it would "show unto the
Commission that the protection of the public interest requires that the Commission hold a rulemaking
proceeding to determine appropriate parameters and standards regarding a utility's use of customer data."
On December 18, 2019, in Order No. 2019-877, the Commission approved the Office of Regulatory Staff's
request to initiate a rulemaking and open a docket for the rulemaking. The need for a regulation to protect
customer data is justified to help prevent the potential for "misleading advertisements" by prohibiting the
sale of customer data by regulated public utilities absent a customer's direct consent.

DETERMINATION OF COSTS AND BENEFITS:
The Commission opines that it can absorb the administrative costs related to processing and adjudicating
issues relevant to the protection of customer data. The benefits of the promulgation of this regulation
include, in part, documented guidelines to protect customer data and documented guidelines that state when
the disclosure of customer data is allowed.

UNCERTAINTIES OF ESTIMATES;
None.

EFFECT ON ENVIRONMENT AND PUBLIC HEALTH:
None.

DETRIMENTAL EFFECT ON THE ENVIRONMENT AND PUBLIC HEALTH IF THE REGULATION
IS NOT IMPLEMENTED:
The regulation will have no detrimental effect on the environment or public health if the regulation is not
implemented.

STATEMENT OF RATIONALE:

Currently, no regulation exists which governs the protection of customer data in the custody of public
utilities. To protect the public interest, a regulation should be promulgated which outlines the appropriate
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parameters and standards regarding a public utility's use of customer data. There was no scientific or
technical basis relied upon in the development of this regulation.

Indicates New Matter

Text:
103-823.2 Protection of Customer Data

A Definitions of Ke Terms.
I A re ated Data. The term "a re ated data" means customer data alone or in combination with

non-customer data resultin from rocessin e.. avera e of a rou of customers or the com ilation of
customer data from which all uni ue identifiers have been removed.

2 Commission. The term "Commission" means the Public Service Commission of South Carolina
3 Customer Data. For u oses of this section "customer data" means data about a customer'

electric natural as water or wastewater usa e information that is obtained as art of an advanced
meterin infrastructure and ersonal identif in information in the ossession of electric natural as
water or wastewater ublic utilities includin the name account number billin histo address of the
customer email address tele hone number and fax number.
Also "customer data" means non- ublic retail customer-s ecific data or information that has been
obtained or com iled b a ublic utilit in connection with the su 1 in of Commission-re ulated
electric natural as waste or wastewater services. Customer data includes data or information that is: a
collected from the meter b the ublic utilit and stored in its data s stems for billin ur uses. b
customer-s ecific usa e information for re ulated ublic utilit service c about the customer'

artici ation in re ulated ublic utilit ro rams such as renewable ener demand-side mana ement
load mana ement orener efficienc ro rams'or d an othernon- ublic information s ecifictoa
customer that is related to electricit consum tion load rofile or billin histor .

4 Non-Public Utilit 0 erations. The term "non- ublic utilit o erations" means all business
enter rises en a ed in b a ublic utilit that are not re ulated b the Commission or otherwise sub'ect to

ublic utilit re ulation at the state or federal level.
5 Primar Pu ose. The term" rimar ur ose" means the ac uisition stora e or maintenance of

customer data b a ublic utilit as defined b Title 58 of the South Carolina Code which rovides
services ursuant to state law federal law or Order of the Commission.

6 Seconda Commercial Pur ose. The term "secondar commercial ur ose" means an ur ose
that is not a rimar u ose.

7 Third Part . The term "third art "means a erson who is not the customer nor an of the
followin: i an a ent of the customer desi nated b the customer with the ublic utilit to act on the
customer's behalf ii a re ulated ublic utilit servin the customer or iii a contracted a ent of the

ublic utilit For u uses of this re ulation "third art "includes an non- ublic utilit o erations or
affiliate of the ublic utilit .

8 Uni ueIdentiBier. The term "uni ue identifier" means a customer's name account number meter
number mailin address tele hone number or email address.

B. A re ated data which has been a re ated to a de ree that individual customer information is not
identifiable shall not be considered "customer data."

C. Customer Consent.
1 A ublic utilit shall not share disclose or otherwise make accessible to an third art a

customer' data exce t as rovided in subdivision F oru on the consent of the customer
2 A ublic utilit shall not sell a customer's data or an other ersonal identifiable information for

an u ose without the consent of the customer.
3 The ublic utilit or its contractors shall not rovide an incentive or discount to the customer for

accessin the customer's data without the rior consent of the customer.
4 Before re uestin a customer's consent for disclosure of customer data a ublic utilit shall be
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re uired to make a full disclosure to the customer of the nature and sco e of the data ro used to be
disclosed the identit of the ro used reci ient and the intended use of the data b the ro used reci ient.

D. If a ublic utilit contracts with a third art for a service that allows a customer to monitor the
customer's usa e and that third art uses the data for a secondar commercial ur ose the contract
between the ublic utilit and the third art shall rovide that the third art rominentl discloses that
secondar commercial ur ose to the customer and secures the customer's consent to the use of his or her
data for that seconda commercial ur ose rior to the use of the data.

E. A ublic utilit shall use reasonable securit rocedures and ractices to rotect a customer'
unencr ted consum tion data from unauthorized access destruction use modification disclosure and
to rohibit the use of the data for a second commercial ur ose not related to the rimar u ose of
the contract without the customer's consent.

F. Exce tions to Sections A throu h E.
1 This section shall not reclude a ublic utilit from usin customer a re ated data for anal sis

re ortin or ro ram mana ement if all information has been removed re ardin the individual identit
of a customer.

2 This section shall not reclude a ublic utilit from disclosin customer data to a third art for
s stem rid oro erational needs ortheim lementationofdemand res onse ener mana ement or
ener efficienc ro rams or for fraud revention ur oses rovided that the ublic utilit has re uired
b contract that the third art im lement and maintain reasonable securit rocedures and ractices
a ro riate to the nature of the information to rotect the ersonal identifiable information contained in
thecustomerdatafromunauthorizedaccess destruction use modification ordisclosure and rohibits
the use of the data for a secondar commercial ur ose not related to the rimar ur ose of the contract
without the customer's rior consent to that use.

3 This section shall not reclude a ublic utilit from disclosin customer data in the course of its

Ql tl

a Where necessar to rovide safe and reliable service
b As re uired or ermitted under stateor federal law orb an order of the Commission or to a

overnmental town or munici alit
c Includin disclosures ursuant to and ermitted b the Fair Credit Re ortin Act Section 1681

et se . Title 15 of the United States Code includin for u uses of furnishin account and a ment
histor information to and rocurin consumer re orts from a consumer re ortin a enc as defined b
15 U.S.C. Section 1681

d U on valid re uest from law enforcement
e To res ond to an emer enc

To res ond to service interru tion re orts or service ualit issues
To restore ower after a storm or other disru tion

h To res ond to customers'e uests for line locations installation or re air of streetli hts
su ort for construction or tree trimmin removal b customer or other service orders or re uests.

i To inform customers as to tree trimmin ve etation control lans and schedules'o res ond to claims for ro ert dama e b the customer resultin from tree
trimmin lve etation control or ublic utilit construction

k To res ondto customer cpm laints
1 To rotect the health or welfare of the customer or to revent dama e to the customer'

~ro ert '

To assist the customer in obtainin assistance from social services communit action or
~tt bl

n To erform credit checks where customer de osits mi ht otherwise be re uired or retained'
Where circumstances re uire rom t disclosure of s ecific information to rotectcustomers'nterest

or meet customers'easonable customer service ex ectations or
This section shall not reclude a ublic utilit from in its rovision of re ulated ublic utilit

service disclosin customer data to a third art consistent with the ublic utilit 's most recentl



AC
C
EPTED

FO
R
PR

O
C
ESSIN

G
-2020

June
12

12:29
PM

-SC
PSC

-2019-387-A
-Page

5
of5

a roved Code of Conduct to the extent necessar for the third art to rovide nods or services to the
ublic utilit and u on written a reement b that third art to rotect the confidentialit of such

customer data.
G If a customer chooses to disclose his or her data to a third art that is unaffiliated with and has no

other business relationshi with the ublic utilit the ublic utilit shall not be res onsible for the
securit of that data or its use or misuse.

H. Public Utilit Guidelines.
1 Each electrical natural as water or wastewater ublic utilit shall develo and seek

Commission a royal of uidelines for im lementation of this section
2 The electrical natural as water or wastewater ublic utilit shall file its initial uidelines within

180da softheeffectivedateof thisre ulationforCommissiona royal. The uidelines should at
minimum address the followin:

a Customer Notice and Awareness — ractices to ex lain olicies and rocedures to customers.
b Customer Choice and Consent — rocesses that allow the customer to control access to

customer data includin rocesses for customers to monitor correct or limit the use of customer data.
c Customer Data Access — rocedures for use of customer data ur ose for collection

limitations of use of customer data and recesses for customer non-standard re uests
d Data ualit and Securit Procedures and Measures — rocedures for securit and methods to

a re ate oranon mizedata
e Public Utilit ccountabilit and Auditin — re ortin of unauthorized disclosures trainin

rotocol for em lo ees riodic evaluations self-enforcement rocedures and enalties

I. No Private Ri ht of Action.
This re lation shall be enforced b re ulator enforcement actions onl . No rivate ri ht of action for
dama es is created hereb


